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— Worm/Malware outbreak, DDoS attack
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BIE D KIBEIZNZ—2 B H D
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— Network scan, Darknet monitoring
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* Google: Return on Investment Calculator
— http://www.google.com/postini/roi_calculator.html

Inputs

Number of employees with email:

Number of workdays per year per employee:

Average hourly salary per employee:
Average number of spam messages per day per employee:

Number of seconds wasted with each spam message:

Total Cost of Spam

Lost Salary (yearly):

Lost Productivity (yearly):

3000

245

100

_ Calculate! _

$6,635417

6337 days

\

N
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* Outbound Port 25 Blocking
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IP reputation

IP7ELRAHAEWNET AV VI LTIRFITZ2T S
L<H

Black list, White list

A—T 3D ELTIX spamhaus ME£

— http://www.spamhaus.orqg/

AINLT T ZAT AR — 3 {1 BRIDIP
reputation DBZ &£

— BEAEXIT—RIZIELEHE

— Honeypot, spamtrap G EFFIFAEEZ NS
DNSBL(DNSWL)TI& DNS #IFELTES
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DNSBL (DNS Black list)

IP7 L ADEEH(black list)ZDNS 412271 —A TR #

Public
DNSBL server

L]

% nslookup 90.57.60.129.sbl.spamhaus.org

** server can't find 90.57.60.129.sbl.spamhaus.org:

% nslookup 93.12.186.222.sbl.spamhaus.org

Non-authoritative answer:
Name: 93.12.186.222.sbl.spamhaus.org

IP

L (T TV IOMED)
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BEZE(1)
IP reputation D&%’

H. Esquivel, T. Mori, and A. Akella
“On the Effectiveness of IP reputation for Spam Filtering,"”
IEEE/ACM COMSNETS 2010, Jan 2010 (Best Paper Award)

A
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— ISP, 13, BfF, Hotmail, Gmail, etc.

RYRRYN(RILD T TIZTEREELI-T R
AR)

RINLFNYT

—TRRT AT H—INNEDLTENGEA ITT5EFFE

Open Proxy / Open Relay
- Bl bHb5FE

Hijacked Prefix

— FRDFESTY
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CONTRIBUTION OF EACH CATEGORY

List #IPs #Spam #Ham

Total 100 % 100 % 100 %

Legit Servers 1.0 % 1.7 % 87.9 %
85.0 % : 05 %

pam gang 6 % 3.6 % 0.6 %
Hijacked prefix 04 % 04 % 0.2 %
Open Relays/Proxies 09 % 2.6 % 0.1 %
Unclassified 11.1 % 11.7 % 10.7 %

K- FEIP list, DNS heuristics, IP block analysis, hijacked BGP prefix

GEEFELTHER
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AINLGEERT s

« 7R (End-hosts)hY K

o DWVTHRARTA2 T H—/3F (bullet-proof
hosting)
—TEQD ISP, RRAT12 57 &%t

SQINLDTRLAMEZIEHLNAIER /N
LDKERT (T ARTTIFGEL) ZHIZ 6N
5IE7,
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1663390

1386158.33

1108926.67

831695

554463.33

277231.67

0

BRICs F4[E

D ELT=—ERD [E
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TRAT AT Y—I\F

207166

172638.33

138110.67

103583

69055.33

34527.67

ERICEESINT=ANLITER-BERMNZHIOT-
XKINBHDR/NLIE greylisting TES TLVALY 28




523910

436591.67

349273.33

261955

174636.67

87318.33
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11

FAT A RAMEDHFH=E

ryhD—o0r—ay
— H#hI¥: Country Code,
— E&IE: BGP Prefix, ASN

DNS
— RDNS(#F5|E) DHHE
Host (OS)

— Passive fingerprint

ggﬁh/‘(/ﬁ?—, BERANTERNKRELLELGSL

*

— FNETNE—TIEIZ—MNZLD, EROIENEHAHED
BAHETHREZHITHIENHEL

— ARL—AD rule-of-thumb ZE =1t - BEt
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A— )LiEERAND IS AR 5B

 C1: spammer

— FEELE=A—ILDIZEILL EAspamA— )L THBH S
L&, AvE—UFIE0OMD10LLE greylisting TI4

ILEAINTF=FRA
« C2: legit

— EELI=A—=ILDIZEI LI EAAhamA—IL TH S

 unknown
— FERUN (DS RZHITETHDIC

RIEEMIELY)
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Naive Bayesian Classifier

- E

— HARACDYISAM Ci THIEE. FD
RAFDEFEN ATHAERALE)ZEH

- RFICERHER P(Ci) Z&F

P (A|C;) = P (A1, Ag,...|C})
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Naive Bayesian Classifier

- HIE

— BRILI-RRA LD A &Y. FORRAFDHISAM
Ci THHER(FRER)ZEHE

— RAXDFEE + JIIERE

>Ci ZR RERERMAP)ICKYHE

P (C)

P(CA) = pay | [ P (A = anlcy)
J
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DSAMNENIZEDAO7T (I

« C,: spammer, C,: leqit
* p=Pr[C,|A], q=1-p = Pr[C,|A]

o WA YVXLLLEEDAZET, TicxF5H (0<=p
<=1)

T

1

1+ e_(zg‘ w;) =b

w; = 10gP(Aj — ajk|01) — 10gP(Aj — ajk|C'2)1
b =logP(Ci) — log P (C?)

p:

p > pg = spammer ¥|5E
q < qg = legit ¥I5E

)
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STHLE=T—4

. 3%
— XA, $930004 K FI A
— ET:HIHARE: 200844 A ~20084FE7H

— White list DA+ Z BEEH THEIBSHE S Selective
greylisting z1&E FH &
« TNLUNDORILIUITT RTIEHIL greylisting THEMAND

— BRAXREA—ILITLILAY TR I TIZEKY . TRTD A
wt—I(ZRAaAF7 HI DK
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iL7=0oX

\‘l

FEL =15

RRALD 548
DRELEITA ‘
spammer legit unknown total
spammer 46702 9 14905 61616
legit 2 273 84 359
unknown 169849 845 41335 212029

Iyt— N8

#delivered | #spams| #hams #undelivered

| spam
spammer 14479 13439 155 1877822
legit 99918 | 26204 | 63306 335

— unknown 64022 | 34150 19503 563018

total 178419 | 73793 | 82964 2441175




NIN—FREFEDI—FAT

¥& £ (false positive rate)

107 ko
" 7 \_
) .
';:j 2 WK |
Jav] 10 X E
“ 2 .
— s .
) o .
. = % _
U D + + + —— C_spammer 7 m — E_ham -
0.3 + + —— C_pure_grey ] 3 — E_legit
02 B — C_spam B 10° 3 E
0.1 P ]
I 4 o+ o+ o+ o+ + +H] ]
().OEIIIIIIIII IIIIIIII| IIIIIIII‘ IIIIIIII| IIIIIIII| I|IIIlII| IIIIIIII| IIIIIIII| IIIIIIII| I_IIIIIIII IIIIIIII| IIIIIIIII IIIIIIII| IIIIII)IJ I= I - ‘ I - I
1010101010 107 10% 107 10° 107 10% 107 107 10" 10° 1079100 0 ™10 M0 ™ 107 10% 107 10°107 10* 107 107 107 10°
I -pe I-pe

2008/4 MOT—%IZxtL. 10-fold cross validation % & FH
ERIZ10EDHITDFH{E
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REBHIZR/INLR YD FESR

1996/8: SilverNet
2004tE~ RANLFEEFERELTEELIBDD
2005~ : SD-bot

2006?~: Mega-D 3.5/H7Xk 100{&E5/
2007 ~: Storm  100AHKA+ 30{E8/
2007~: Srizbi  200AHRX+ 600{Z&/
2008~: Confiker 1000 A7RXk+ 1001E &/

http://en.wikipedia.org/wiki/Botnet B LU B AR
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Paid commission

[0 Bulk email

. sender

Open proxies/ Coxumiasion

(up to 40%

Generic t]r)allls

(Sildenafil citrate)

Affiliate
(disposable
hosting)

Other recipients

Non-US suppl
Email with link (India, Mexico etEP y
Patent expired

Mere cents per pill
= massive markup

=
Q
T LR LR 03
5

Email recipient  Impotene  Clicks on link

Curious?

| Sale made

Typical value $50-1002

Shipped to customer

Diagram by Stuart Brown
modernlifeisrubbish.co.uk
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‘ spammer

botmaster
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bot ar al ] 7I'\ kR k

\ '[ bot
\
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B2(3)
ANLGEERARD
TCP/IIPRZY D&
ANLBEEADIFE

Holly Esquivel, Tatsuya Mori and Aditya Akella
Router-Level Spam Filtering Using TCP Fingerprints: Architecture and Measurement-
Based Evaluation, CEAS 2009
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< x4k MAWI Working Group

— http://mawi.wide.ad.jp

al#R EDA— )L SEY O ZEER A

« 2000E1A ~2010F4 R &0 4T

o INTYRDAYFREREKY, EFERAFD
OS(ARL—T AV TV RTL)EHTET S
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TCP fingerprint ZF| AL 1=
AINLTq)LE

Internet Gateway
Router [16384:128:1:48:M1440,N.N,S: ]
-~ P [T16:128:0:44:M536:.]

Q [S45:128:1:48:M1440 NN S:.)

Drop or limit the rates i Small signature blacklist applied both
of TCP SYN packet to incoming and outgoing email
if signature matches
Push these
Signatures
to Router
Signature # email #of ham | Ham
Fraction
[T16:128:0:44:M536:.) 14495869 | 2708 0.00019
[16384:128:1:48:M1440N,N,S:.) | 1562737 123 0.00008
[S45:128:1:48:M1440,N.N,S:.) 837353 72 0.00009
[S4:64:1:60:M1460,S,T:1] | 7256520 | 2600718 | 0.358490
[65535:128:1:48:M1460,N,N,S:.] | 3467107 951969 | 0.274571

Calculate fingerprint

baS:dton TCP SYN Signature Tracking Table
pacxe at SMTP server

Determine if e-mail as
ham, spam or grey.



HERRIEEES

10"

10° — CORP 4

At RBESEGRACET, TCP
S— [ fingerprint e —THEHLVEE
— o MEMRTED

|
|
| 0=0.004
|
|

0B

07

0.6
19
Z05
w

c4a

0.3

e 0=0.004

0.0 - - el
10* 107 10 107 10"
f

Figure 4: Performance of extracted signatures under the var-
ious thresholds (the first stage): False positive ratio (top) and
False negative ratio (bottom).



W72 (4)
ANLUSNDEEDHS
E1E (2L TTCP Fingeprint

AT

RIEFHFENXR, THRER, FiESL, RBRELB,
TCPI42H—T Mk BEEDHBIEIE DT
TILDITHABEAMBRT—Y3v7 2009
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ND—RILILD T T DI

o NZ—RyFTHHERIE TCP fingerprint
*HRE WBBIEODMN)H—ELTHHTIC
F A

# 3.1: MWS ¥ 7' 2 F v DEFHE

T 3F v ftp | http | irc | shell | smb | sql
MWS 603526 | 232 0 0 558 0 0
MWS 537604 | 50 1 0 307 0 0
MWS 603523 | 38 0 0 66 0 0
MWS 655357 | 12 0 0 21 0 0
MWS 603522 0 0 0 18 0 0
MWS 60352-1 0 0 0 6 0 0
TRTOMEEFE | 694 | 563 | 202 | 1,660 | 9,234 | 723
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i 2% (5)
KIRIE R 7 N7k (Srizbi) D 73 4T

T. Mori, H. Esquivel, A. Akella, A. Shimoda, and S. Goto
“Understanding Large-Scale Spamming Botnets From Internet Edge Sites,"
Proc. Seventh Conference on Email and Anti-spam (CEAS 2010),
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Srizbi

S D
- x

#observed hosts
N
-~

glul Sep NovJan Mar May Jul Sep NovJan Mar May Jul Sep Nov

— Srizbi V1
------- Srizbi V2

pp——

A

f
i “A
(g W

2008

Jul Sep NovJan Mar May Jul Sep NovJan Mar May Jul Sep Nov

2009

TT T T T T T T T TTr 1rrrr

McColo Shutdown

| N N T I

At

‘{‘ "‘V/()..H.\ d .

\,n

2008

2009

]

WhRyrDFEIEFE R

McColo Shuidown
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Srizbi C&CH— N\ KRR T4 T &1t D
EEEFNDZRDZE

 2BRMIZFEIXHELN DN FDRERIZERL:

SpamCop Statistics

2008.11,13 HEM7EAH -
a0 e | |- L ﬁ/N\ ) 1) A

i nWﬂm

30 I‘ II Id | 3 RIBFRT L 1L ' b Ul 11 ey e """

Messages per second

LT MG ST, ER—— S, (S ST (ST (T, T e—— (! D O

10

u]
Feb Mar apr May Jun Jul Aug sep oct Nou Dec

[ Spam Submitted [ Reports Sent

fverage Spam : 29,2 messages per second Max Spam: 69.5 messages per second
Total Spam (last year): 921757270 messages

Mon Jan 19 089:05:32 EST 2009




ERG L 2Ry T—5
(GEMnet2) CELRIS N 1=l 0D 51

30 M
-
820 M McColo Shutdown
N 10M l I
+ I N/A l

0 May Jul Sep ov Jan
2009
150 k

= McColo Shutdown
«c 100 k
B 50k
+ N/A I I
0

May Jul Sep Nov  Jan
2009

Tatsuya Mori et al.,
““Understanding the World's Worst Spamming Botnet,"
The University of Wisconsin-Madison Computer Sciences Tech Reports TR1660,
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# gf infected hosts

SrizbiD B K HH# TE 731

300 kf-—

(Sun) (Sun) (Sun)

Mark and Recapture IZ& 2R EH#tFE

A G‘OCORP 200k T T
it | [eeUW O
L | |+ Intersection ’;‘
¥ Estimate
SR [T 2
N .
-0‘7)180k
o
e
IR I 3]
SR Zaes SN o o] L 160 k|-
#’A*‘ NAE
F [ OULE BT
IR B O
| |
13APR 20 APR_ 27 APR 140 k=50 k 120k

# of infected hosts (CORP)
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McColo EETZD T U 3>
EXNER

Spammers survive botnet shutdowns

Spam levels have not been Order Vicodin, Hydrocodone, Par S
dented by a series of strikes
against controllers of networks oRo1exWatches $200 Off - Each | » Hacl
of hijacked computers. Mon, 15 Mar 2010 21:29:38 +0100 10 F
: e Neme mm ceDe med P US ¢
Early 2010 has seen four such (no subject) ID: - Acce ca sshx pre 05 J)
networks, or botnets, tackled via Order Vicodin, Hydrocodone, Par . Gan
arrests, net access cutoffs and by |pe- Re: hey mate - veah finally ) 1 30 N
infiltrating command systems. s H
mROLEXreplicaWatches - Copy f * "W
The successes have not oet o o botet of 02C
inconvenienced hi-tech criminals hi?:Cksepdar:cgf)w travels via a botnet o » Botr
who found other routes to send 21 A
spam, say experts. » Spal

BBC Thursday, 18 March 2010
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SpamCop Statistics
60

50

30

Messages per second

20

10

0
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allBots Inc.

Social Networking Bots

GOOD News!!! We have something more for you! Yes, we have(ugf i’x;tegrated CAPTCHA Bypa?s?é?in all of

our bots._
Winsock (Multi-threaded) Bots
<j}7e'(’~(;1;aln Affiliate and Start Ea r\"HmEx  Now > Click here for 30+ MySpace Bots

Accounts Creator
(You Just Need To Type In The CAPTCHASs To Create Accounts)

Social Networks

PayPal

Uy Nou' 238695~ $140.00
MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager _ PayPal |

MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager

(Winsock) SUYNOUTS36095-  $320.00
YouTube Accounts Creator ':‘;,,'f:;,’

813008 $95.00

- . ! PayPal ]
Friendster Accounts Creator By hou 12005  $95.00
/
fuyNou' 812098  $95.00

Tanlllarld Asnarmtée Meantar PayPal

Hi5 Accounts Creator

(All Bots Work In A Conventional Manner, They Gather Friend IDs/Names And Send Fnend Requests, Messages, Comments Automatically)
**Chaining Feature** Is Available On All Bots for All Networks Except Facebook

V. Paxson, How The Pursuit of Truth Led Me To Selling Viagra, 18th USENIX
Security Symposium, August 2009 9 1



NEW GENERATION SOFTWARE SOLUTIONS -

2. HOMEPAGE 2, PRODUCTS 2/ DOWNLOADS % FORUMS #) ABOUT US Ba ==

ProAgent v2.1 SIS - Products

C Customer Support Department

Commerclal Programs

K

‘“'3"\

Freeware Programs

New Generation Software

Custom Speclal Programs Solutions...

« ProAgent Spy Software |s one of the most powerful monitoring New Products
and survelllance applications avallable today.

e It Is an ultimate solution for monitoring spouses, children, SIS-IExploiter v2.0 ProAgent v2.1

employees, or anyone else!

e ProAgent records all typed keystrokes, all active window texts,
all visited web sites, usernames, passwords and more and sends
e-mall reports to your e-mall address that you specified when
creating the server, completely hidden!

« ProAgent can work In all kind of networks, It doesn't matter If
the PC Is behind a firewall or behind a router or In a LAN,
ProAgent works In all of these conditions without any problems.

Click here to purchase ProAgent v2.1 Speclal Editlon...

V. Paxson, How The Pursuit of Truth Led Me To Selling Viagra, 18th USENIX
Security Symposium, August 2009 92
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