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Internet Corporation for Assigned Names and Numbers

Regional Internet Registry
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IP reputation system
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— DNSBL (DNS-based block list)




Public 7& BL/WL

* DNSBL
— Barracudacentral.org
— Spambhaus.org

— Uceprotect.net
— Abuseat.org

— Five-ten-sg.com

— Spamrats.com




2 FH IP reputation

* Spamhaus

 Senderbase

* Sophos
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— Esquivel, Mori, Akella, "On the effectiveness of IP

reputation for spam filtering”, COMSNETS 2010
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Possible solutions
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— -1 THNIF negative (VA RNEFHED),
— +1 CTHNIE positive (U A NEHFEL)
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e SVM (Support Vector Machine)Z Fl| FF
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b.barracudacentral.org
zen.spamhaus.org
pbl.spamhaus.org
xbl.spamhaus.org

dnsbl-2.uceprotect.net

dnsbl-3.uceprotect.net
spam.dnsbl.sorbs.net

dnsbl.sorbs.net

cbl.abuseat.org

blackholes. five-ten-sg.com
dyna.spamrats.com
dnsbl.inps.de
cdl.anti-spam.org.cn
residential.block.transip.nl

noptr.spamrats.com
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e 10-fold cross validation
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* FPR: False Positive Rate
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* FNR: False Negative Rate
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(a) Simple voting
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m(FNR) | m(ACC) | o(FPR)
SV | 00225| 0.0108| 09844 0.0056 | 0.0041| 0.0041
WV | 00189 | 00182 09814 | 0.0059 | 0.0067 | 0.0046
PM | 0.0245| 0.0239 | 09759 | 00169 | 0.0167 | 0.0082
SVM | 00179 | 0.0066| 09889 | 0.0093 | 0.0038 | 0.0035
DNSBL(1) | 0.0305 | 0.0323 IW _ _ _
DNSBL(2) | 0.1289 | 0.0268 | 0.9329 _ _ _
DNSBL(3) | 0.1721 | 0.0031 | 0.9303 _ _ _
DNSBL(4) | 0.0125 | 0.1424 | 0.9086 _ _ _
DNSBL(5) | 0.0251 | 0.1560 | 0.8954 _ _ _
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# of detected IPs

# of ham

SV
\''AY
PM
SVM

2,543
2,576
2,563
2,581

761

1,622
2,941

1,234

DNSBL(1)

DNSBL(2)
DNSBL(3)
DNSBL(4)
DNSBL(S5)

2,537
2,715
2,848
2,224
2,210

2,944

15,215
22,142
1,041
2,968

Bad IP

Good IP
ALL

2,569
1,667
4,236

0

167,826

167,826




G—© Simple voting
+-—+ Weighted voting

Pattern matching
= = SVM
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G—© Simple voting

+- -4 Weighted voting
Pattern matching

= SVM
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Take away message
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