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SPF (Sender Policy Framework), Sender ID

DKIM (DomainKeys Identified Mail),
DomainKeys
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txt docomo.ne.jp? v=spf1 +ip4:203.138.203.0/24 ~all

IP: 203.138.203.4
From: xxxxxx@docomo.ne.jp
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?: NEUTRAL (no policy).
~: SOFTFAIL (typically accepted but tagged)

-: FAIL (should be rejected)
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ibm.com = v=spf1-all
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DNSBL (spamhaus), DNSWL
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Alexa Top 500 sites (RMERXA )

@ Alexa

ICPIIG Site Info  What's Hot  Toolbar  For Site Owners

Search

By Country By Category

{ Top Sites
7

The top 500 sites on the web. @

Google

Enables users to search the Web, Usenet, and images. Features include PageRank, caching and tra... More

' 6 0 6 6 Search Analytics »  Audience p»

Facebook

A social utility that connects people, to keep up with friends, upload photos, share links and ... More

) 6 & & ¢ Search Analytics » Audience p

YouTube - Broadcast yourself

youtube.com

YouTube is a way to get your videos to the people who matter to you. Upload, tag and share your... More
iy friryy SearchAnalytics » Audience p

Yahoo!

yahoo.coun

Personalized content and search options. Chatrooms, free e-mail, clubs, and pager.
iy riryy SearchAnalytics » Audience p




SPAMHAUS DBL (&4 KX

SPAMHAUS

Home SBL

Blocklist Removal Center

Blocklist Help

Blocked? To check, get info
and resolve listings go to
» Blocklist Removal Center

Associated Documents

» DBL FAQs

» DNSBL Usage Terms
» How Blocklists Work
> Datafeed Service

XBL

The Domain Block List

The Spamhaus DBL is 2 realtime database of domains (typically web site domains) found in spam
messages. Mail server software capable of scanning email message body contents for URIs can
use the DBL to identify, classify or reject spam containing DBL-listed domains.

The DBL is queriable in realtime by mail systems thoughout the Internet, allowing mail server
administrators to identify, tag or block incoming email containing domains which Spamhaus
deems to be involved in the sending, hosting or origination of Unsolicited Bulk Email (aka
“Spam"). The DBL database is maintained by a dedicated team of specialists working with an
automated system that constantly analyses a large portion of the world's email flow and the
domains used in spam emails.

The DBL is both a domain URI Blocklist and RHSBL. It is intended primarily for message body URI
checks but it can additionally be used for connection checks at the SMTP level and header domain
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Alexa Top 500 sites [CX49 B

SPFE R DT
Lars>» Eggert

About Contact CV Papers Talks Students Software Other

53.5%
493 sites tested
0 DNS errors
264 with SPF

23.4% 41.9% 34.8%
483 sites tested 493 sites tested 480 sites tested
1 DNS error 1 DNS error 0 DNS errors
113 with SPF 206 with SPF 167 with SPF

28.1% 57.9%
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SPF DT RUAS

Legitimate domains

ALEXA 500 | 289 (58%) |WEREA D VA S0/ RDE-I
LGD 1,675 754 (45%)

Spamming domains

DBL 66,356 | 24,522 (37%)
LBD 45,123 | 9,590 21%) |IEENEd DL MVE SR/ XDEF-P

Legitimate domains

289 31 31 1
754 33 33 9

Spamming domains

24,439 801 | 798 0
9,560 190 | 170 2
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SPFICEER=INTC prefix &N

Legit Domains Legit Domains
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16 24 32
Prefix Length

Spamming Domains Spamming Domains
L L L L L B

EERACY

16 24 32
Prefix Length
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SPFICEER=INTC prefix &N
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1,273,994 174,380 | 1,073,666

48,956 22,750 24,933
271,253 108,517 156,097
110,867 85,152 24,574
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