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* Google: Return on Investment Calculator
— http://www.google.com/postini/roi_calculator.html

Inputs

Number of employees with email:

Number of workdays per year per employee:

Average hourly salary per employee:

Average number of spam messages per day per employee:

Number of seconds wasted with each spam message:

Total Cost of Spam

Lost Salary (yearly):

Lost Productivity (yearly):

3000

245

65

100

5

‘ Calculate! ‘

$6,635,417

6337 days

MEEH ,
KEXEBOHEBAH

nES=EAPRS ST
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FREXME $6EM
FRIEXEEM 6337 AH

6



ANLEMIZELDS, BFA—IL
H—E XD KR EIEDHI

301 120075 11E RERIFT—

f

60 '; |

1B SIE (B5FFE])

o ¥ s
1 B XA
I RGN

Sat | Sun



ANLDERER TR
% 2R F AT



HATEDA— LY —/INZBITA
17 B D A— )LZ{ERR

ZEAvtE—: 118005 B D HER




HATEIZEITHAA—ILY—/\D
17 B D A— )LZ{ERR

A—)LEETRAL: $32008 7R A D NER

- !

10



ITPro
(BH =E=RH#/5U02) [2010/04/19]

AFAERT /B | TproTd 9T —0 | Y= T 99— | Twitter | IRl | AT

A—ILDIEB|FITEKEA— )L, TDHIHE2EIBIXEE
eA—IL]
KT TIIN201053 A DEEA— LR, R ETZHIFAESR )

EE—%E~>»

XA )TAEEDKITUTYIIE20105F4 A
168, Rt ORI T—2%EIZ, 2010538 DX 5 o 2 -
BA—IV(RRL) BAERR LT, EAAEREIL i —
A= ILDE L FIRINEBA—ILT, FDIHD
17% MR E RO A—ILZ2f=E00VS, O




3500

—

3000

2500

#messages

2000

= gtotal messages

se=i#spams

#hams

T B e A D S a7
N A N N N A o ENY

Date

#total messages: £Z{EA—IL

#spams: R/ \LA— LBk

#hams: /\LaA—)L#]
INLDERERIABEBEMEEDHLIEEONOIBEEEZRY .
ANLOEREHL OB EHERHMNGCLLY —U N T7-8FFEIEFET N TV,

12



IYRT—0T4)LA
SN T=-RINLDZEIETT

i P e
g > T f{‘
: K ¥ S
‘ 4

207166
172638.33
138110.67
103583
69055.33

34527.67

ERRCEEIN-ANLIZIERN -BERERNZ -
XD A/NLIE greylisting T% B TULVAELY 13




2RI =04 ILRA—2NT=
AINLDEETT

1663390

1386158.33

1108926.67

831695

554463.33

277231.67

0

Greylisting T/ ILASN Iz AYE—I(FERER /L)
[& BRICs ZEEZH L ELI-—EDE(ZEF 14




x ’:\:".J»--
s : H
.

523910

O
’9

A
436591.67 ’ * A
349273.33 ‘
261955 ‘

!;

174636.67 ;

87318.33

0

X >
-

BEDAVE—UOEETIFEXKICEF

15



RRTE IR EA— )L R

ZERZ1ILA)YT
BR{ERIZqJILZ')>  Blacklist (IP reputation)
(OP25B) Greylisting etc.

ZIER T ILA) Y
ATV ITALIVE) G




OP25B

* Outbound Port 25 Blocking

o« IVRA—HF(RARRYN) DS ERIZEEA—
IWEEESELZLLLA

« EINDFEZISPH20065F ~2007F 1M IHT

—FIEFHBRR
s ENDOEE -RIYFRDA/NLDBGELT=

RIS ESHEN B EDILTHELH

FTEH(EELIRTELHHHY)

« BIEDFENHT DRI —[XEICL>THAR

17



ANLHNEXRLEITAFEER

18



ANLEEDATAT
=¥—7vhk

Paid commission

[ Bulk email

", sender

Open proxies/ Commission

(up to 408

Generic g]ls
(Sildenafil citrate)

Affiliate
program

Other recipients

Non-US sugPly

(India, Mexico et
Patent expired

Mere cents per pill
Sryapllcezll ﬁ?goe-mm = massive markup

Email with link

Email recipient  Impotene  Clicks on link

Curious?

Shipped to customer

Diagram by Stuart Brown
modernlifeisrubbish.co.uk
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‘ spammer

botmaster
X =TI
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bot '
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Hijacked Prefix
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CONTRIBUTION OF EACH CATEGORY

List #IPs #Spam #Ham

Total 100 % 100 % 100 %

Legit Servers 1.0 % 1.7 % 87.9 %
End-hosts 0.5 %

: ] 0.6 %

Hijacked prefix 04 % 04 % 0.2 %
Open Relays/Proxies 09 % 2.6 % 0.1 %
Unclassified 11.1 % 11.7 % 10.7 %

H. Esquivel, T. Mori, and A. Akella

“On the Effectiveness of IP reputation for Spam Filtering,”

IEEE/ACM COMSNETS 2010, Jan 2010 (Best Paper Award)
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1996/8: SilverNet
2004tE~ RANLEEFERELTERELIBDHS
2005~ : SD-bot

20067?~: Mega-D 3.5AFRAF 100{Z8/
2007~: Storm  100A/X+ 30{E:&/H
2007 ~: Srizbi  200A7KAX+ 6001E 8/
2008~: Confiker 10005 7/KX+ 10018/

http://en.wikipedia.org/wiki/Botnet B XU BEAE
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Srizbi R bkRy D T B &

%)
8 6Kl — SriZbi Vi McColo Shutdown
§ ------- Srizbi V2 j
5 g
AL -““:
8 Fi, i ) \_’ h
% / "'l; ’ “n Wb w\'«‘w VA L
Jul Sep NovJan Mar May Jul Sep NovJan Mar May Jul Sep Nov
2008 2009
® 400 ]
(72) - 1
S300f McColo Shutdown ]
B onnb .
> 200 - : ]
3100} J A :
Q - i 'a,ﬁ i ]
g ok : 2 ,.,\,131:: v ﬂg"\b }h’“w‘w,‘ b |
Jul Sep NovJan Mar May Jul Sep NovJan Mar May Jul Sep Nov
2008 2009

Tatsuya Mori et al.,
““Understanding the World's Worst Spamming Botnet,"
The University of Wisconsin-Madison Computer Sciences Tech Reports TR1660, 3 O
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SpamCop Statistics
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20

10

0

Feb Mar apr May Jun Jul fAug sep oct Now Dec

[ spam Submitted [l Reports Sent

Average Spam : 29,2 messages per second Max Spam: 69,5 messages per second
Total Spam (last year): 921757270 messages
Mon Jan 19 09:05:32 EST 2009

RATAD =D

2008.11.13 MR
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(GEMnet2) TERBAISN T ER D3N R

30 M
-
820 M McColo Shutdown
N 10M l I
+ I N/A I

0" "May  Jul ov_ Jan
2009
150 k

= McColo Shutdown
«c 100 k
B 50k
+ N/A I I
0

May Jul Sep Nov  Jan
2009

Tatsuya Mori et al.,
““Understanding the World's Worst Spamming Botnet,"
The University of Wisconsin-Madison Computer Sciences Tech Reports TR1660,
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Spammers survive botnet shutdowns

Spam levels have not been Order Vicodin, Hydrocodone, Par I
dented by a series of strikes

against controllers of networks oRolexWatches $200 Off - Each | » Hacl
of hijacked computers. Mon, 15 Mar 2010 21:29:38 +0100 10F
Early 2010 has seen four such (no subjecq) ID: - Acce ca ssRxprg 05 J
networks, or botnets, tackled via Order Vicodin, Hydrocodone, Par » Gan

arrests, net access cutoffs and by

Re: Re: hey mate - yeah finally )t 30N
infiltrating command systems.

mROLEXreplicaWatches - Copy H * How

The successes have not - . o Cotmet of 02C
. . . . . oSt spam now Travels via a potnet O

inconvenienced hi-tech criminals hijacked PCs. » Botr
who found other routes to send 21 A
spam, say experts. » Spal

BBC Thursday, 18 March 2010
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SpamCop Statistics
60

50

30

Messages per second

20

10

0

May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr
M Spam Submitted W Reports Sent

Average Spam : 35.6 msgs per second Max Spam: 50.2 msgs per second
Total Spam (last year): 1124247547 messages
Wed Apr 14 02:22:02 EDT 2010

700109y

4INIL30 I80L

http://www.spamcop.net/spamgraph.shtml?spamyear
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allBots Inc.

Social Networking Bots

GOOD News!!! We have something more for you! Yes, we havc’\J/\uEt: ir;tegrated CAPTCHA Byp;s‘g;j'gn all of

our bots.
Winsock (Multi-threaded) Bots
<j]\§€c’<;1;aln Affiliate and Start Ea JTHTJQ H\"Q““f:; Click here for 30+ MySpace Bots

Accounts Creator
(You Just Need To Type In The CAPTCHASs To Create Accounts)

Social Networks

PayPal

SUYNOU 2318005  $140.00
MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager _ PayPal |

MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager

(Winsock) Sy WOV T$36095  $320.00
YouTube Accounts Creator P:,yfﬁ,l

812008  $95.00

. ) " PayPal |
Friendster Accounts Creator suyiou 12005  $95.00
/
Uy Nou 812098  $95.00

Taclllarld Aanamntc Meaatar PayPal

Hi5 Accounts Creator

(All Bots Work In A Conventional Manner, They Gather Friend IDs/Names And Send Fnend Requests, Messages, Comments Automatically)
“*Chaining Feature** Is Available On All Bots for All Networks Except Facebook

V. Paxson, How The Pursuit of Truth Led Me To Selling Viagra, 18th USENIX
Security Symposium, August 2009 38



NEW GENERATION SOFTWARE SOLUTIONS -

., PRODUCTS 2/ DOWNLOADS % FORUMS

) HOMEPAGE ¥ ABOUT US

ProAgent v2.1 SIS - Products

C Customer Support Department

Commerclal Programs

Freeware Programs

Custom Speclal Programs

K

- Ir\

New Generation Software

Solutions...

« ProAgent Spy Software |s one of the most powerful monitoring New Products

and survelllance applications avallable today.

e It Is an ultimate solution for monlitoring spouses, children, SIS-IExploiter v2.0

employees, or anyone else!

e ProAgent records all typed keystrokes, all active window texts,
all visited web sites, usernames, passwords and more and sends
e-mall reports to your e-mall address that you specified when
creating the server, completely hidden!

« ProAgent can work In all kind of networks, It doesn't matter If
the PC Is behind a firewall or behind a router or In a LAN,
ProAgent works In all of these conditions without any problems.

Click here to purchase ProAgent v2.1 Speclal Editlon...
S-

ProAgent v2.1

V. Paxson, How The Pursuit of Truth Led Me To Selling Viagra, 18th USENIX

Security Symposium, August 2009
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— Spam over Social Networking Sites
— Spam on YouTube

— Spam on blog comments
— Spam over IP Telephony (SPIT)

— Spam over Internet Message (SPIM)
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« JLARIZE "This is a spam button”
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IPVv6 D& K ER/INL (FRYE)

.<IP\\V6’

Total E-mail Received Over IPvé

/ Total E-mail Received (IPv4&IPvé)
IPv4
RIPE Labs “Spam over IPv6” 2010/3/30

Total Exmail Received Over [Pvd http://labs.ripe.net/content/spam-over-ipv6 4 4
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Greylisting

{ip, from, to}

=

NRDMEAEDLE D S

“EHURE-%2E

botnet M KL R/NLFEERAMIBELLZLVELS DA IR

A5 TIRFLIELY,

IP7RL XX Aytz— MDE
L=F&

ARDEEZFIFH
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DNSBL (DNS Black list)

IP7ELRADE

[E3

L]

% nslookup 90.57.60.129.sbl.spamhaus.org

** server can't find 90.57.60.129.sbl.spamhaus.org:

% nslookup 93.12.186.222.sbl.spamhaus.org
Non-authoritative answer:
Name: 93.12.186.222.sbl.spamhaus.org

L (black list)ZDNS 12271 — X TRt

Public
DNSBL server

P

L (TSI hED)
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SPF (Sender Policy Framework)

txt docomo.ne.jp? v=spf1 +ip4:203.138.203.0/24 ~all

o E

ip=203.138.203.x,
from=xxxx@docomo.ne.jp

EELTERARDIP BNEZER AV DSPFIZEEEH SN TS
TELRIZRYFTHONEDZHND,

XIyFLIGEL > FEMELVOIDIT TR T LB (FBEIELTD
A—ILEERE) 50
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Tatsuya Mori et al.,

““Understanding the World's Worst Spamming Botnet,"
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# of infected hosts (UW)
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The University of Wisconsin-Madison Computer Sciences Tech Reports TR1660, 5 1



